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Do you know 

how many and 

who are the 

Domain Admins 

& AAD GA? 

Are you syncing 

your Domain 

Admin to Azure 

AD?

Are you using a 

single user to 

authenticate 

anywhere?

Are you cloning 

computers and 

servers with the same 

local admin pw?

Are you using a 

Domain Admin 

account for 

Scheduled Task and 

Service?



• Increase the cost for an attacker trying to compromise sensitive systems

• Avoid Domain Dominance

• Prevent Privileged Escalation

• Prevent Lateral Movement

• Mitigate Credential Stuff

• Mitigate “Pass-the-Hash” or “Pass-the-ticket” techniques









LAPS is now Windows native AND Microsoft is working on support for Azure Active Directory
Roadmap Features: AAD Join Device Support, password save choise (AD or AAD), Dedicated LAPS Tab on AD

Announcing Windows 11 Insider Preview Build 25145 | Windows Insider Blog

https://blogs.windows.com/windows-insider/2022/06/22/announcing-windows-11-insider-preview-build-25145/
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